
ARE LAW FIRMS READY TO 
TACKLE DATA PRIVACY? 
As Society Becomes More Digital—and Cyberattacks Become More  
Sophisticated—Lawyers Must Have the Technology to Protect Their Information 
By Maryam Meseha 
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The American Bar Association pub-

lishes its annual Techreport, which gath-

ers information from across the nation 

and sorts it based on attorney demo-

graphics, location and other categories. 

In its 2019 Legal Technology Survey, the 

American Bar Association asked its 

members various questions in order to 

determine how they were using infor-

mation technology in their practice. 

These American Bar Association surveys 

are regarded as the most comprehensive 

surveys pertaining to law firm budgeting 

and use of technology. Although 60% of 

all firms budget for IT, 60% of solo prac-

titioners stated that they did not budget 

for it.2 Comparatively, only 44% of firms 

with two to nine attorneys stated that 

they did not budget for technology. The 

largest segment of the legal marketplace 

is composed of solo and small firms, and 

many of them do not budget for tech-

nology. Since IT is an essential part of 

running any organization in the 21st 

century, companies must be vigilant in 

protecting its business and client infor-

mation against data breaches. 

 New Jersey has recognized the need 

for comprehensive regulations and regu-

latory bodies that address cybercrime 

and data security. Thus, New Jersey has 

created several organizations tasked with 

developing procedures for proper digital 

security systems use, as well as general 

oversight regarding data security systems 

used in businesses. The New Jersey Office 

of Information Technology, pursuant to 

N.J.S.A. 52:18a-230b, is responsible for 

the standards and policies governing 

state agencies’ use of technology. It is the 

exclusive government provider of infor-

mation technology services for New Jer-

sey’s executive branch, aimed at protect-

ing the integrity and confidentiality of 

its information systems, as well as, pro-

tecting the privacy of its clients and their 

data. The office provides for certain 

enterprise services to manage the day-to-

day maintenance and operation of IT 

services concerning data security.  

The New Jersey Cyber Security & 

Communications Integration Cell is 

another organization concerned with 

proper cybersecurity and data handing. 

The cell provides for cybersecurity infor-

mation sharing, incident reporting and 

threat analysis for local, state, federal 

and industrial institutions.3 In its weekly 

bulletin, the NJCCIC publishes statistics 

regarding malicious activity and threats 

targeting New Jersey networks. These 

statistics show where breaches are per-

petrated, the nature of any breaches, 

whether the breaches were carried out 

by organized groups and what business-

es were impacted by any breaches. The 

NJCCIC also gathers information from 

the IBM X-Force Threat Intelligence 

Index and Proofpoint Quarterly Threat 

Reports in compiling the information 

used in its bulletins.  

The New Jersey Office of the Attorney 

General’s Division of Law also recently 

announced its newly created Data Priva-

cy and Cybersecurity office, a section 

within the Affirmative Civil Enforce-

ment—Newark Practice Group.4 This 

office will conduct security investiga-

tions regarding internet privacy and 

data security on behalf of the State of 

New Jersey and the Division of Con-

sumer Affairs.5 Collectively, these organ-

izations provide the foundation for 

cybersecurity and digital privacy regula-

tion in New Jersey.  

The New York and California 
Approach to Data Privacy 

Other states have also recognized the 

need for more comprehensive data secu-

rity regulations. California was one of 

the first states to enact legislation that 

specifically addressed the concerns 

many citizens have regarding business’s 

use of client information and its suscep-

tibility to data breaches.  

In 2018, California enacted the Cali-

fornia Consumer Privacy Act (Cal Civ 

Code §§ 1798.100-1798.199). This act 

creates consumer rights regarding the 

collection, sharing, deletion and accessi-

bility of personal information collected 
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echnology continues to develop and modernize the 
way businesses interact with each other and the 
world. The extensive and ongoing integration of 
technology in the workplace requires a contemporary 
understanding of data privacy and the laws that gov-
ern digitally stored information. As e-commerce and 
information technology sectors continue to expand, 
cybercrimes continue to increase.1  

MARYAM M. MESEHA is the Co-Chair of 
the Cyber Security & Data Privacy Prac-
tice Group at Scarinci & Hollenbeck LLP 
in Lyndhurst. As a seasoned litigator, 
Maryam is uniquely qualified to address 
privacy laws in varying industries and 
applications. 



by businesses.6 Under this act, the Attor-

ney General is permitted to bring 

enforcement action where business fail to 

comply with regulations and procedures 

for proper data management and storage. 

A consumer has the right to request “cat-

egories and specific pieces of personal 

information the business has collected” 

with regard to that consumer.7 These 

businesses must meet a revenue thresh-

old requirement to fall within the juris-

diction of this act.8 The Attorney General 

will be permitted to 

bring enforcement 

actions beginning in 

July 2020.  

In May 2019, state 

Sen. Kevin Thomas 

introduced the New 

York Privacy Act. This 

legislation differs 

from the California 

Consumer Protection 

Act insofar as it allows persons to file 

lawsuits against companies, where they 

suffer injury due to a company’s viola-

tion of the proposed act.9 Under this act, 

residents would be permitted to access 

information companies collect on them, 

as well as request the deletion or modifi-

cation of any such information.10 Addi-

tionally, whereas the California Con-

sumer Protection Privacy Act has a 

revenue requirement for defendant 

companies, the New York Privacy Act 

has no such revenue jurisdictional 

requirement.  

Data Privacy and Cybersecurity 
Litigation 

While some firms have taken meas-

ures to upgrade their data security, 

many organizations have been slow to 

implement preventative data security 

measures. Failure to observe proper data 

security procedure could make organiza-

tions more susceptible to cyberattacks. 

In the last decade some of the nation’s 

largest companies have been defendants 

to lawsuits concerning their data priva-

cy and cybersecurity systems.  

Target Corporation fell victim to a 

cyber attack in November 2013. More 

than 100 million credit and debit card 

users, all of whom made purchases at 

Target between November and Decem-

ber 2013, had their financial informa-

tion compromised. Target ultimately 

agreed to pay an $18.5 million multi-

state settlement for this breach, which 

affected more than 41 million Target 

customers’ payment accounts on record.  

Home Depot was the victim of an 

even larger breach from April to Septem-

ber 2014.11 Home Depot announced that 

more than 50 million credit cards were 

compromised as a result of hackers 

obtaining third-party vendor user 

names and passwords, which they used 

to penetrate Home Depot’s network.12 

Home Depot estimated that the breach 

cost it more than $60 million and 

amounting to a 7-cent-per-share loss 

from its 2014 earnings.13 

There is also ongoing litigation 

involving Wawa, a New Jersey corpora-

tion with more than half of its stores 

located in Pennsylvania and New Jer-

sey.14 Wawa has been subject to a number 

of class action lawsuits which began in 

December 2019.15 According to an open 

letter from Wawa’s CEO at that time, the 

company suffered a breach in its credit 

card payment data systems. The breach 

was the result of malware which the 

company believes was present and active 

in the system since March of that year. 

Wawa has stated that all of its 850 loca-

tions may have been subjected to mal-

ware. Although Wawa has claimed that 

the breach did not disclose security 

codes or personal identification num-

bers, the malware did target cardholder 

names, debit and credit card numbers, 

and card expiration dates.16 Both con-

sumers and financial entities have 

brought lawsuits against Wawa alleging, 

inter alia, failure to observe best practices 

in data security and failure to observe 

Federal Trade Commission minimum 

security standards.  

The above men-

tioned cases are just a 

few of the most 

recent instances of 

litigation arising 

from data breaches. 

Much of this litiga-

tion came in the 

form of class actions, 

with settlements 

reaching upwards of 

eight figures. Following the conclusion 

of these high profile cases, many compa-

nies are beginning to recognize the 

importance of proper data security and 

the risks associated with failure to 

implement sufficient data information 

and cybersecurity procedures. Although 

recognition of possible company expo-

sure to data breach litigation is the first 

step toward improved information secu-

rity, companies should also take proac-

tive steps to ensure that business and 

client data is sufficiently protected.  

Protecting Your Company  
Companies can take substantial strides 

toward improving their cybersecurity 

and insulating themselves against poten-

tial data breaches. The first step is to 

make sure that the security system com-

plies with any applicable state or federal 

laws. After ensuring compliance with 

government regulations, companies 

should properly budget for technology in 

company accounts. Proper budgeting for 

technology shows company awareness of 

cybercrime and the growing threat of 
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After ensuring compliance with government 
regulations, companies should properly budget for 
technology in company accounts. Proper budgeting for 
technology shows company awareness of cybercrime 
and the growing threat of data breaches.



data breaches. This budgeting should not 

only focus on the use and maintenance 

of secure IT systems, but also proper 

training for employees. Properly trained 

employees will be able to identify poten-

tial scams which could provide hackers 

with access to company data.  

Finally, companies should subscribe 

to organizations, such as the NJCCIC, 

that publish memorandums and notices 

concerning cyberattacks and informa-

tion security in New Jersey. Many of 

these organizations provide for best prac-

tices in data security, and also suggest 

systems which companies may want to 

purchase. Companies who implement 

these suggested courses of action, will be 

well on their way to a secure data infor-

mation system. � 

Justin Hill, a member of Rutgers School of 

Law’s Class of 2020, contributed to this 

article. 
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